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Custody in Digital Assets: What Investors Need to Understand 

Why Ownership, Not Just Exposure, Changes the Investment Framework 

Executive Summary 

In traditional finance, custody is an operational afterthought. You buy a security, your broker holds it, the 

clearinghouse settles it, and the custodian safekeeps it. The question of whether you actually own the asset rarely 

arises. In digital assets, custody is part of the investment thesis itself. 

The distinction between owning a token and having exposure to its price is not semantic. It is structural. Self-

custody grants full ownership but introduces operational risk. Third-party custody offers convenience but 

reintroduces counterparty risk that blockchain was designed to eliminate. Institutional allocators cannot evaluate a 

digital asset strategy without first answering a more fundamental question: who holds the keys, and what happens if 

something goes wrong? 

This article examines the custody landscape as it exists today, the risk trade-offs that institutional investors must 

navigate, and why custody decisions should precede allocation decisions rather than follow them. 

The Custody Spectrum: From Full Control to Full Delegation 

Digital asset custody exists on a spectrum defined by who controls the private keys. 

At one end is self-custody. The investor holds the private keys directly, typically on a hardware wallet or a software 

wallet with a secure enclave. The investor is the sole party capable of authorizing transactions. There is no 

intermediary, no counterparty, and no third party that can freeze, seize, or lose the assets. The trade-off is that the 

investor bears full responsibility for key security, backup, and recovery. Lose the keys, lose the assets. There is no 

reset button. 

At the other end is fully managed third-party custody provided by regulated entities such as Coinbase Custody, 

BitGo, or Fidelity Digital Assets. These institutions hold the private keys in a multi-signature or hardware security 

module configuration, often with insurance coverage and institutional-grade operational controls. The investor gains 

convenience and regulatory familiarity but reintroduces the very counterparty risk that digital assets were designed to 

eliminate. If the custodian is hacked, goes bankrupt, or is subject to regulatory action, the investor's claim may be 

impaired. 

Between these poles sits a range of hybrid models. Multi-party computation (MPC) wallets split key material across 

multiple parties, so no single entity holds the full key. Qualified custodians offer segregated accounts with 

bankruptcy remoteness. Smart contract wallets enable programmable access controls and social recovery 

mechanisms. Each model makes different trade-offs between security, control, and operational complexity. 

The Fallacy of "Not Your Keys, Not Your Crypto" 

The popular mantra "not your keys, not your crypto" is correct as a technical statement but misleading as an 

investment framework. It implies that self-custody is always superior, which conflates ownership risk with 

operational risk. 

Consider a family office managing a multi-million dollar digital asset allocation. Self-custody requires establishing a 

secure key management protocol, training authorized signatories, implementing backup and recovery procedures, 

and maintaining operational continuity across personnel changes. One lost key, one forgotten backup password, or 

one departing employee who fails to transfer knowledge can result in permanent loss of capital. The operational 

burden is significant and ongoing. 
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A regulated custodian, by contrast, offers professional key management, insurance coverage, audit trails, and 

business continuity planning. The investor accepts counterparty risk in exchange for operational resilience. Whether 

this trade-off is acceptable depends on the investor's risk tolerance, operational capacity, and the specific custody 

provider's financial health and regulatory standing. 

The question is not whether self-custody is better than third-party custody. The question is which model better 

aligns with the investor's capabilities and the nature of the assets being held. 

Custodial Risk in Practice: What Can Go Wrong 

Institutional investors evaluating custody arrangements should assess at least four categories of risk. 

First, security risk. The most visible category. Exchange hacks, wallet vulnerabilities, and phishing attacks have 

resulted in billions of dollars in losses. Self-custody shifts security risk entirely to the investor. Third-party custody 

shifts it to the provider, but the investor must evaluate the provider's security architecture, audit history, and 

insurance coverage. 

Second, operational risk. This is the risk that the custody arrangement fails due to human error, process failure, or 

business continuity breakdown. A self-custody investor who loses a hardware wallet or forgets a passphrase 

experiences operational failure. A custodian that suffers a data center outage, a key employee departure, or a 

compliance systems failure also represents operational risk. The investor must have confidence that the custody 

model can survive routine operational stress. 

Third, counterparty risk. For third-party custodians, this includes credit risk, bankruptcy risk, and regulatory risk. If 

a custodian becomes insolvent and client assets are commingled with corporate assets, the investor may become an 

unsecured creditor. Segregated accounts and bankruptcy remote structures mitigate but do not eliminate this risk. 

The investor must evaluate the custodian's balance sheet, regulatory status, and legal structure. 

Fourth, jurisdictional risk. Where is the custodian domiciled? What legal framework governs the custody 

arrangement? Can a government freeze or seize assets held by the custodian? For institutional investors with multi-

jurisdictional exposure, these questions matter. A Swiss custodian operates under a different legal regime than a US 

custodian, which operates differently from a Singapore custodian. Each jurisdiction offers different protections and 

different exposures. 

The Custody Decision as a Portfolio Construction Tool 

Sophisticated investors treat custody not as an operational detail but as a portfolio construction variable. 

For long-term strategic holdings intended to be held for years, self-custody with robust operational protocols may 

be appropriate. The assets are not actively traded, the custody arrangement is stable, and the investor can afford the 

operational overhead. 

For actively managed positions that require frequent trading, third-party custody is often necessary. The operational 

burden of self-custody becomes prohibitive at high trading frequencies, and the settlement delays inherent in self-

custody can create execution risk. 

For yield-generating positions in decentralized finance, custody becomes more complex. The investor must consider 

whether the custodian supports DeFi interactions, whether smart contract risk is acceptable, and whether the yield 

justifies the additional custody complexity. 
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For positions in new or illiquid protocols, custody options may be limited. Few regulated custodians support tokens 

that lack established market infrastructure. The investor must decide whether the investment opportunity justifies 

the operational burden of self-custody or whether the lack of institutional custody is itself a risk signal. 

A well-constructed digital asset portfolio may employ multiple custody models simultaneously, with different 

models for different asset types, time horizons, and trading frequencies. 

Implications for Investors 

The custody decision is not a one-time choice. It must be revisited as the portfolio evolves, as new custody solutions 

emerge, and as regulatory frameworks change. 

Investors should begin by assessing their own operational capacity. Can the organization manage self-custody 

securely? Does it have the personnel, processes, and contingency plans? If not, third-party custody is likely the 

appropriate choice, and the investor should focus on selecting a custodian with strong security, financial stability, 

and regulatory compliance. 

Investors should also consider the nature of their digital asset exposure. A Bitcoin-only portfolio has different 

custody requirements than a portfolio holding multiple tokens across multiple networks. Assets on Ethereum may 

require different custody arrangements than assets on Solana or Avalanche. The custody decision must be asset-

specific. 

Finally, investors should recognize that custody risk is not static. New attack vectors emerge. Custodians change 

their terms. Regulatory requirements evolve. The custody arrangement that was appropriate six months ago may no 

longer be appropriate today. Regular review and stress testing of custody arrangements should be part of any 

institutional digital asset program. 

How Ledgerstone Approaches Custody Due Diligence 

At Ledgerstone, we treat custody as a first-order investment consideration, not an operational afterthought. Our Five-Pillar Framework 

evaluates custody arrangements through the lens of institutional standards, assessing security architecture, counterparty risk, operational 

resilience, and jurisdictional exposure. We do not assume that any single custody model is inherently superior. We evaluate the specific 

risks and trade-offs of each arrangement in the context of the investor's strategy, risk tolerance, and operational capabilities. 

For institutional investors navigating digital asset custody, the question is not whether to self-custody or use a third party. The question is 

whether the custody arrangement supports the investment thesis or undermines it. We help investors answer that question systematically. 
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